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Unit Objectives

• Describe how to resolve minor technology problems and 
alert the IT department if a system is malfunctioning

• Describe how to perform health IT/eHealth and related 
system diagnostics and maintenance

• Identify how to apply real-time problem-solving 
techniques to information technology/engineering issues 
for successful outcomes

• Identify when data are missing or look wrong, and 
describe the appropriate steps to take
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Unit Objectives

• Describe how to use a ticketing/issue reporting system and 
knowledge base to support implementation and 
operational support, including processing, tracking and 
escalating communications and notifications

• Explain how to respond to help-desk related user requests 
and issues, recording relevant information, assuring 
resolution and/or escalating incidents

• Identify ways to assist with optimizing system performance 
in accordance with predefined organizational service level 
agreements (SLAs)
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Unit Objectives

• Identify how to monitor organization-supported software 
and hardware, and how to perform basic and advanced 
troubleshooting and remedial actions 

• Describe how to monitor solution outcomes and track 
resulting customer satisfaction

• Follow steps for troubleshooting simple problems

• Follow outlined steps for notification of basic system 
issues 
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Issue Management

• Issue management is the process of 
identifying and solving issues and risks. 
Especially in projects, unexpected issues 
are bound to come up at some point, and 
resolving these issues is extremely 
important to achieve a good result.

• Issues and risks are not exactly the same 
thing: risks are usually more predictable 
and issues are more sudden and may come 
as a surprise. Nevertheless, both types of 
problems require efficient solving.
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Resolving minor technology problems

• Minor problems have a relatively low probability of affecting the 
quality or usability of the healthcare or drug product concerned. 
These issues can be easily overlooked in a context where major 
change is at a premium. However the benefits of fixing small issues 
can be:
– financial: income generation

– processual: safer patient allocation

– temporal: tasks performed more quickly; less waiting time

– emotional: reduced annoyance, boredom, frustration

– relational: improved inter-professional relationships
(Buchanan et al, 2013)
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Maintenance and Diagnostics of an 
health IT/eHealth system

• System maintenance includes tracking how the 
system is performing throughout the product 
life cycle. The possible issues need to be 
readdressed periodically, to make sure that an 
issue does not repeat itself or stack up in the 
cost of performance.

• If issues are found during the maintenance 
procedure, it is important to appropriately 
diagnose the issue and plan the solution in a 
way that it causes as little harm as possible. 
Hospital device/system downtime is very costly 
and it should be avoided
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Real-time problem-solving techniques 
for information technology issues

• “Problem solving refers to cognitive processing 
directed at achieving a goal when the problem 
solver does not initially know a solution method.” 
(Mayer, 2013)

• In engineering, Problem-solving is used when 
products or processes fail, so corrective action can 
be taken to prevent and solve further problems 
before they even happen. 

• Problem solving can also be applied to a product 
or process prior to an actual fail event when a 
potential problem can be predicted and analyzed, 
and mitigation applied so the problem never 
actually occurs. 
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Real-time problem-solving techniques 
for information technology issues

• George Pólya (1945) identifies a four-step process that 
forms the basis of any serious attempt at problem 
solving. The four steps are:
– Understand the problem: Includes identifying the knows, the 

unknowns and the goal.

– Devise a plan: There are many ways to solve a problem. A partial 
list contain strategies such: guess and check, make an orderly list, 
eliminate possibilities, draw a picture, solve a simpler problem, 
consider special cases, use direct reasoning

– Carry out the plan: Includes persisting with the plan that has 
been chosen. If it continues not to work, another pan can be 
chosen.

– Look back:  Much can be gained by taking the time to reflect and 
look back at what has been done, what worked, and what didn’t. 
Doing this will enable the user to predict what strategy to use to 
solve future problems. 
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Missing or Wrong Data in 
Health IT

• Missing data is a common occurrence and can have a significant 
effect on the conclusions that can be drawn from the data. The 
usual problem is that data are partially missing because they are 
unclear, incompletely specified, or available but undocumented. 

• Data can be missing either because they were collected and not 
reported (e.g., patient was asked about headache but the 
response was never recorded in the medical record) or because 
they were not collected (e.g., patient was never asked about 
headache). 

• To ensure patient safety health provider must pay attention to: 

– Instead of a negative value for each potential symptom/comorbidity, 
all data fields are left blank

• Even if data is not exactly missing, there is a risk that the data is 
wrong. General example: Someone asks how old you are and you 
cannot remember or give a wrong answer by a year. Wrong data 
might come from the patient, or the reporter (nurse, or a doctor) 
writes the information down wrong 
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Issue Tracking and Reporting 
Systems

• Issues are dysfunctions, errors and requests that should be 
solved. Issues can for example be noticed by an employee but 
are usually put on the system by a technician.

• Also risks are reported into a system, from which a responsible 
team checks them and finds out if there is a need for device 
maintenance, or it the risk or incident should be reported to 
the authorities
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• An Issue tracking system is a computer package system that 
can be used for reporting and tracking the progress of an 
“issue”.



Issue Tracking and Reporting Systems 
(cont’d)

• An issue tracking system usually includes a knowledge base 
which can contain resolutions to some common issues or 
other useful data.

• An issue put on the system should include the most important 
aspects for the account involved and the issue encountered. 
When the issue is placed in the system there should also be 
assigned the persons in charge of the issue. Issues can for 
example be tracked by priority status and the date they are 
put on the system.
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Help-desk related user requests 
and issues

• A help desk is a service that allows the customer or end user to get 
information and support related to a company's or institution's 
information technology. The purpose of a help desk is usually to 
troubleshoot problems or provide guidance about products such as 
computers and electronic equipment.

• The user request and issues can vary widely:

– User related issues: this may include problems related to a forgotten username 
or password or users asking for information abut a product or a service. Many 
times users are unable to perform a task with application.

– Software infrastructure related problems: hardware failures and faults, 
software operating system failures

– Feature requests : requests for new features or information about the 
capabilities of in-house software that come through the help desk

• Information gained in areas such as technical problems, user preferences, 
and satisfaction can be valuable for the planning and development work of 
other information technology units.
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Organizational service level agreements 
(SLAs)

• A service-level agreement (SLA) defines the level of 
service expected by a customer from a supplier, laying out 
the metrics by which that service is measured, and the 
remedies or penalties, if any, should the agreed-on service 
levels not be achieved. Usually, SLAs are between 
companies and external suppliers, but they may also be 
between departments within an organization.

• Internal SLAs between IT and other departments provide 
numerous benefits to the entire organization:

– Managing expectations: with a clear, detailed record of what 
everyone expects, the SLA will provide a means of managing 
expectations

– Boosting productivity: SLAs provide an opportunity to 
reward groups that meet or exceed the parameters and 
levels defined in the SLA
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Troubleshooting in health IT 
software and hardware

• Troubleshooting is the process of 
defining, diagnosing, and solving 
problems particularly used for 
technology. Troubleshooting is usually 
iterative which means that there are 
several paths or approaches. The 
process may involve
many dead ends and switching to an 
alternative approach. 
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Troubleshooting actions in Health IT

• The most common problems:
– User error: Many ‘technical’ issues turn out to be training issues.

– Problem with the hardware

• If the computer simply isn't responding to any attempts to turn it on, the user may be 
having power problems.

• Memory errors can lead individual applications or the entire operating system to crash, 
the system may sometimes refuse to boot.

• Errors when attempting to access files, computer unable to boot, louder-than-usual drive 
clicking or activity noises can be symptoms of losing the hard drive.

– Network or service problems:

• The application appears sluggish. It may freeze on a certain screen or halt while accessing 
data. Often, the network is blamed for these issues. 

• If the he network appears down or inoperable in several devices across several subnets 
are having this problem, the problem is likely the server itself. 

– Database issues: application freezing only when performing a certain function, 
while other functions in the same application work fine, may indicate a bug in the 
application or a problem accessing just one record or table in the database.
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Monitoring Outcomes of Maintenance

• When a device or a system has been in maintenance 
process or issue solving process, the user should 
check that the device/system still works as it is 
supposed to. If any changes are made to the 
functionality or new steps are introduced, they 
should be informed to all of the staff by the repair 
team (or helpdesk).

• If the device is not working as it is supposed to, the 
helpdesk should be re-contacted to make sure that 
no new issues were risen in the maintenance process

• On the other hand, the maintenance team should 
check systems and devices before releasing them 
back to the customer/user

This work is produced by the EU*US eHealth Work Project. This project has 
received funding from the European Union’s Horizon 2020 research and 

innovation programme under Grant Agreement No. 727552 
EUUSEHEALTHWORK

17FC-C10M20U1



Appropriate steps for malfunctioning 
situations and troubleshooting

• Problems with the medical equipment can be 
caused by improper application of the device or 
user error, improper or poor labeling, device 
malfunction, or faulty manufacturing.

• Complications or malfunctions can cause injury, 
pain, suffering or even death for patients. This is 
why the pieces of medical equipment that shows 
signs of damage should never be used.

• If a failure occurs, health providers should:

– Remove the device from service immediately

– Tag it with a label describing the problem

– Report the incident to the IT department
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Notification of system issues
• System issues are usually noted, when the system 

does not function as it used to, or is not launching 
at all. All system issues should be notified to the 
IT department immediately, according to the 
instructions given at the organization. 

• Issue reporting may be: a phone call or physical 
visit with or without the device, a report filled in 
an issue/risk management system, or an email 
ticket to the IT-Help Desk

• As stated before, the system should be out of use 
until the troubleshooting is completed, and 
especially if there is any risk for physical safety 
due to malfunctioning of the device
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Unit Review Checklist

Described how to resolve minor technology problems 
and alert the IT department if a system is malfunctioning 
(LB09)

Described how to perform health IT/eHealth and related 
system diagnostics and maintenance (LB06)

 Identified how to apply real-time problem-solving 
techniques to information technology/engineering issues 
for successful outcomes (LB01)

 Identified when data are missing or look wrong, and 
described the appropriate steps to take (LL03)
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Unit Review Checklist

 Described how to use a ticketing/issue reporting system 
and knowledge base to support implementation and 
operational support, including processing, tracking and 
escalating communications and notifications (LB04)

 Explained how to respond to help-desk related user 
requests and issues, recording relevant information, 
assuring resolution and/or escalating incidents (LB07)

 Identified ways to assist with optimizing system 
performance in accordance with predefined organizational 
service level agreements (SLAs) (LB02)
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Unit Review Checklist

 Identified how to monitor organization-supported 
software and hardware, and how to perform basic and 
advanced troubleshooting and remedial actions (LB05)

Described how to monitor solution outcomes and track 
resulting customer satisfaction (LB08)

 Followed steps for troubleshooting simple problems 
(LL02)

 Followed outlined steps for notification of basic system 
issues (LB03)
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Unit Review Exercise/Activity

1. Resolving minor technology problems can have 
financial and emotional benefits. Search the social 
media sites where your company’s software may be 
referenced. Is there any references to an annoying 
bugs or other minor issues?

2. Explain the benefits of an issue tracking system.

3. Describe the risks associated with missing data in 
electronic health records.
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Unit Exam

1. By looking back at the solution, by reconsidering and 
reexamining the result and the path that led to it, 
one can develop his/her ability to solve future 
problems.

a) True

b) False

2. Information gathered by IT help desk may help 
prevent problems before they occur.

a) True

b) False
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Unit Exam (cont’d)

3. A Service Level Agreement (SLA) is typically an 
contract which defines

a) What will be delivered

b) How it will be measured

c) What happens when the agreement is not met

d) All of the above

4. Troubleshooting is usually 
a) A step-by-step process

b) An iterative process

c) A scientific process that doesn’t require flexibility
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